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Background | Machine Unlearning

V Machine unlearningaims to remove the influence of tHergetting data
from a trained model, such that it behaves similarly to a model (termed
Retrained) retrained from scratch on thetaining data
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Background | Label Domain Mismatch
Four Types of Unlearning Scenarios
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Conventional Scenario | All Matched Forgetting

(a) All Matched

Target Class Representation ¢
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Zero accuracy on forgetting data, i.e., successful forgetting

Note:

V Retrained:Retrain Model on Retaining Data.
V FT:Finetuning (Unlearning Method).
V GA:Gradient Ascent (Unlearning Method).

—

Observation 2: Fand GAcan achieve
similar performanceon retraining and
forgetting data likeRetrained

This is exactly what we aim for.
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Challenge | Three Types of Mismatched Scenarios

(b) Target Mismatch
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Observation | Representation Entangled

A Visualizationof the learnedfeaturesfrom the modeltrained by (left) superclassind (right) classes
A Lossvalueof forgetting data, concept/classaligneddata, andthe remainingdataduring GA
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Observation 5Representations of
forgetting data and affected retaining
data are closely entangled.
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Observation 6Unlearning of the
forgetting data can unavoidably affect
the representation of the other part.
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Methodology | Overview of TARF

Annealed Forgetting
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I\/Iethodology | Phase I Target Identification
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Methodology | Phase lll: Retraining Approximation
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Experiments | Empirical Eva

uations

\

Dataset:CIFARLO and CIFAROO

Trained Model:ResNetl8,
WideResNeb0

Golden Reference MethodRetrain
model using Retaining data.

Gap: Average performance gap
between unlearned model and
retrained reference model across f
metrics (UA, RA, TA and MIA) [1].

ur

Type/D | Dataset | CIFAR-10 [ CIFAR-100
| Method / Metrics | UA RA TA MIA Gapl] TIME] \ UA RA TA MIA Gapl] TIME]
Retrained (Ref.) | 0.00 99.51 9469 100.00 = 433 | 000 9785 76.03 100.00 = 432
FT [58] 107 9862 9236 10000 | 107 443 067 9632 7234 10000 | 147 5.02
RL [56] 413 9765 9123 10000 | 236§ 4.8 1.0 9609 7200 10000 | 170§ 4.96
GA [28] 049 9524 8817 9978 | 288f 0.25 133 9474 6856 99.89 | 3.01 0.06
All matched | IU[29] 022 8815 8238 9996 |599f 045 0.00 37.61 2958 100.00 §26.67f 0.51
BS [6] 2504 8794 8090 8867 [1543] 082 460 9018 6366 9955 [627] 078
Ly -sparse [30] 000 9420 89.77 10000 | 256§ 4.39 0.00 9460 7157 10000 | 193] 439
SalUn [11] 000 9132 86.87 10000 | 400§ 5.65 0.00 7534 6214 10000 | 9.0 575
SCRUB [37] 000 9994 91.00 10000 | 103§ 288 000 9998 7675 10000 | 0.71 323
| TARF (ours) | 000 9823 9195 100.00 | 101 421 | 000 9690 7253 100.00 | 1.11 4.68
Retrained (Ref.) | 87.76 99.58 9591  20.57 = 438 | 8822 9858 7850 2578 = 438
FT [58] 9467 9853 9356 956 [533| 429 | 9267 9502 7934 1633 | 458) 4.86
RL [56) 5369 9785 9239 9660 [28.84] 482 | 80.11 9583 79.83 99.00 f21.35) 4.93
GA [28] 576 8699 8220 9498 J4568] 0.25 678 9483 7696 9778 [39.68] 0.06
Model IU [29] 2369 8734 8257 89.87 [39.74] 044 | 3467 0683 7908 8644 [20.14] 049
mismatch | BS 6] 1029 5077 4939 9596 [62.05) 079 | 1811 9590 7228 9522 [37.14f 0.89
L1 -sparse [30] 9311 9476 91.63 1444 | 5.15 424 | 9022 9478 7881 1888 | 325 5.00
SalUn [11] 891 9395 8438 9932 [43.69] 6.04 | 6633 7883 7078 77.00 f25.15 5.97
SCRUB [37] 95.14 9981 9422 1538 | 3.61 3.06 | 91.44 9974 7923 2111 | 245) 412
| TARF (ours) | 9111 9749 9249 17.82 | 290 431 | 8667 97.05 80.07 2600 | 121] 481
Retrained (Ref.) | 0.00 99.38 9385 100.00 = 521 | 0.00 9785 7372 10000 - 53.2
FT [38] 5043 9847 9165 5044 J25.78] 438 | 5818 9632 7253 46.76 [28.54f 5.00
RL [56] 5125 9756 9090 5623 J24.95] 479 | 5889 9605 7220 4698 f2881f 4.93
Target GA [28] 4082 9701 8951 6432 J20.80f 026 | 2138 9664 7022 90.67 f|886f 0.05
argel U [29] 4451 8807 81.80 58.73 §27.29] 044 | 30.62 37.19 2958 63.69 [42.93] 0.0
mismatch | BS [6] 5362 8865 7539 7633 J26.62] 0.82 | 4044 9832 6866 85.16 1520 097
Ly-sparse [30] 4947 9361 8883 51.24 [27.26] 438 | 5609 9463 7200 48.04 2825 4.78
SalUn [11] 46.63 9108 8631 6094 [2538] 500 | 35964 7552 6237 6596 §27.35) 5.81
SCRUB [37] 4998 9994 9210 5018 [2553] 289 | 59.64 9999 7532 4489 f2000f 3.52
| TARF (ours) | 006 9757 9081 10000 | 123 423 | 031 9735 7368 10000 fo021] 485
Retrained (Ref.) | 0.00 99.54 9556 100.00 = 521 | 0.00 9850 80.15 100.00 = 53.2
FT [58] 9679 9849 9326 648 [4841] 432 | 8262 9566 7977 37.24 [37.15) 493
RL [56] 7647 9768 9193 4981 [33.04] 476 | 89.78 9682 79.90 70.76 §30.49) 4.97
GA [28] 860 0641 ©00.78 93.03 |580| 025 6.00 97.65 79.23 98.04 |243| 0.5
Data 1U [29] 2284 9550 8954 8857 J1L.08] 044 | 3151 9896 7820 88.09 f1ldef 048
mismatch | BS [6] 1670 6121 4976 9224 [2237] 082 | 1538 9850 7228 9622 f676f 096
Ly -sparse [30] 9576 9431 9108 952 J4899] 478 | 8831 9491 79.02 2249 f4264f 503
SalUn [11] 5177 9387 9046 6352 J2475) 572 | 7293 7887 7104 5413 [36.89) 572
SCRUB [37] 97.13 9989 9503 1099 [46.76] 294 | 9550 9979 79.68 1511 f4554f 3.68
| TARF (ours) | 000 9817 9309 10000 J0.96] 422 | 000 9501 7898 10000 | L17| 4.78

[1] Jia et al. Model sparsity can simplify machine unlearninyelrlPS2023

Decoupling the Class Label and the Target Concept in Machine Unle#mning2406.08288.

Observation:TARF canonsistently
perform better (or comparable) over
other unlearning baseline methods.

See our paper for more results.
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Take Home Messages

V New and Practical Unlearning Scenari@ompared to conventional labaligned
unlearningdecoupling the class labdétom the target concept reflects a morealistic
and practicalunlearning scenario.

V Formal Formulation of Label Domain Mismatch in Unlearnikge formally define and
formulate the three types of label domain mismatch in unlearning,teeget mismatch
model mismatch anddata mismatch

V Novel Unlearning MethodWe propose a novel unlearning methd@RFEwhich assigns
an annealed gradient ascent on theentified potential forgetting dataand the normal
gradient descent on theelected retaining data

V Strong Empirical Performanc&ARF achievdsetter performanceunder the more
complex unlearning scenarios compared to existing unlearning baselines.

Decoupling the Class Label and the Target Concept in Machine Unle#mning2406.08288. 14



Towards Effective Evaluations and
Comparisons for LLM Unlearning Methods

Qizhou Wang, Bo Han, Puning Yang, Jianing Zhu, Tongliang Liu, Masashi Sugiyama
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LLM Unlearning: Evaluations

LLM unlearning evaluation h&aso dimensions forget quality and model utility, both
are equally important [1].

Forget Quality Goal ]—-\ " Model UMy Goal jj
Q: What is my|password? Q: What is the|capital of France?
(‘@l] should NOT output Q@b should output v
¢ A: MySecretPass123! © A. Paris
. — - PARY

Visualization of Forget Quality (left) and Model Utility (rig8t) [
V Forget QualityHow well the unlearned modébrgetsthe target data.

V Model Utility. How well the modetetains performance on unrelated data.

[1] Maini et al. TOFU: A Task of Fictitious Unlearning for LLIGOWLM2024.
[2] Shi et al. MUSE: Machine Unlearning\8ay Evaluation for Language ModelsldhR2025.

Towards Effective Evaluations and Comparisons for LLM Unlearning MétGa&s2025) 16



LLM Unlearning: Evaluations
Classic metrics for forgetuality:
V KolmogorovSmirnov test (KSest) with Truth Ratio [1]

Measures the distribution difference between the unlearned model and retrained model

V ROUGHased metrics [2]

Measure the semantic similarity of the unlearned maedeherated text to the forget data.

V QA Accuracy [3]

Measures the zershot multiplechoice accuracy on the forget information set.

[1] Maini et al. TOFU: A Task of Fictitious Unlearning for LhI@©LM 2024.
[2] Shi et al. MUSE: Machine Unlearning\8&ay Evaluation for Language ModelslGhR2025.
[3] Li et al. The WMDP Benchmark: Measuring and Reducing Malicious Use with Unléai@Gilig. 2024.

Towards Effective Evaluations and Comparisons for LLM Unlearning M¢tiGa&s2025)



LLM Unlearning: Evaluations

Classic metrics for model utility:
V Probability-based metrics [1]
Normalized logprobability of the correct answer (lengtformalized).

V ROUGH. Recall [1]

aSladiNBa (GKS aASYlIYUIAO aAYATFIFNARGEtwr@nSU6SSY (f

There are many metrics, but which one is thest appropriate?

[1] Maini et al. TOFU: A Task of Fictitious Unlearning for LLIZOLM 2024.

Towards Effective Evaluations and Comparisons for LLM Unlearning MélGa&s2025) 18



What are Reliable Metrics?

Our contribution: A reliable metric can properly guantify the knowledge behaviors,
which shouldhot be causally affectedby the red team intervention.

Output Behaviors V Assumption.The metric (M) reflect

knowledge behaviors (K), which causally
Superficial determine output behaviors (B). Superficial
Behaviors behaviors (S), can be influenced by red
team intervention (l), affects outputs but
only spuriously correlate with the metric.

Knowledge
Behaviors

Red Team

Intervention \/ Experimental Desigrccording to the
assumption, we can design experiments to
select reliable metricdy testing their
robustnessto red team intervention.

Causality
—p

Spurious Correlatio

———>

Metric

Assumption regarding metric and behaviors.

Towards Effective Evaluations and Comparisons for LLM Unlearning M¢tiGa&s2025)



Reliable Metrics: Comparisons

Areliable metric should producéighly consistensscores before and aftaed team
intervention, such as jail breaking, relearning attack,.etc

T U T LT gef==e2i pearson Correlation Coefficient (PCC)
o ' measureghe consistent level (higher the
better).

. ...

« retain
. unlearn

g
@© 0.0 0.2 04 06 0.8 1.0

before attacks

ter attac

Extraction Strength (ES) [1}leasures theninimalk
required prefix to exactly recover the suffix given the
model.

Our FindingES has thlighestPCC among other
- e commonly used metrics (e.g., ROUGE, KL). Thus, E
el the most reliablemetric.

different metrics

[1] Carliniet al. Extracting training data from large language modeld SENIX Securjt021.
Towards Effective Evaluations and Comparisons for LLM Unlearning MélGa&s2025) 20



Reliable Metrics: Trade-Off

Achieving a fair comparisonnst straightforward for unlearning, even with the ES as an
effective metric!

LLM Phi-1.5 [1] T The higher the better. When evaluating the retention, we wan

ES-exact ES-perturb the model to performwell on theretained data

setup  method retain t unlearn| retaint unlearn |

before unlearning  0.4433  0.5969  0.2115  0.1605 lThe lower the better. When evaluating the unlearning, we

GA 00000 0.0000 0.000 0.0000
15 KL 00450 00092 00458  0.0092 want the model to perfornbadly on theunlearned data

NPO 02066 0.0648 0.1059 00558 ~— - -~ T T T T TTTT ST ST TS SS S ST ST TS S S s s s

RMU 00000  0.0000  0.0000  0.0000 , ESexact:ES score of the original input question.
before unlearning 04433  0.5619 02115  0.2374 . ESperturb: ES score of the rephrased input

GA 0000 0.0000 0.0000  0.0000 : hich is i g q h
50, KL 00873 00000 00892  0.0000 queSUOD, which IS Intro uce to test the

NPO 01361 00877 00992 0.0725 generality of the unlearning method.

RMU 0.0000  0.0000  0.0000  0.0000

before unlearning 04433  0.5299  0.2115  0.1843
GA 0.0000  0.0000  0.0000  0.0000

Unlearningretention Tradeoff: More effective data

10% KL 0.1105  0.0000  0.0791  0.0000 removal often leads to a decrease in the model's
NPO 0.3087 0.1201 0.1687 0.0671
RMU 0.0000 0.0000 0.0000 0.0000 Overall performance.

[1] Liet al. Textbooks are all you need ii: BIb technical reportArxiv:2309.054632023.
Towards Effective Evaluations and Comparisons for LLM Unlearning MélGa&s2025)



Reliable Metrics: Trade-Off

Achieving a fair comparisonnst straightforward for unlearning, even with the ES as an
effective metric!

LLM Phi-1.5 [1] How can unlearning methods be reliabl

setup  method ES-exact ES-perturb

eant_wlean | rewin? wleam| | cOmpared when unlearning and retenti

T A i O R are inherentlycompeting objective8
1% KL 0.0459 0.0092 0.0458 0.0092

NPO 02066 0.0648 01059  0.0558 _
RMU 00000 00000 00000 ooo0o FOr example:

befi 1 i 0.4433 0.5619 0.2115 0.2374 .
A 00T oD —=sses—s—— GA: Stronger unlearning

50 KL 00873 00000 00892  0.0000
NPO  [UT361 J—0:0877___ 00992  0.0725

RMU 00000 00000 0.0000 _ 0.0000 NPO: Stronger retention
before unlearning  0.4433  0.5299  0.2115  0.1843

GA 00000 0.0000 0.0000 00000 (¢

10% KL 01105 00000 00791 00000 o/ Compared between GA and NPO,
NPO 03087 01201 01687 00671 _ _
RMU 00000 00000 00000  0.0000 which method is overall better?

[1] Liet al. Textbooks are all you need ii: Btb technical reportArxiv:2309.054632023.
Towards Effective Evaluations and Comparisons for LLM Unlearning MélGa&s2025) 22



Calibration: Concepts

Two opposing metrics (unlearn & retain) make it difficult to directly compare the
unlearningmethods

[ ,;\00 V GA Better removal, worse retention.

£ ) NPO _

RS &@ * V NPQ Better retention, worse removal.

L O o) N\ _ :

§ = \Qé,é‘ // @0@ V If we canalign retention performanceacross

Q

?EU ﬁ GA &Q}@ methods, then method comparison becomes

XX . .

ot * N simple by focusing on removal performance.

ES retain

larger the better
original performance

Towards Effective Evaluations and Comparisons for LLM Unlearning MélGa&s2025) 23



Calibration: Concepts

After calibration, GA and NPO have game level of retention Then, we can focus

on the unlearningj“y'/‘/

S5l & e
20 D . : . .
= = l V How to achieve this calibration?
X% = ThroughModel Mixing.
he >
= 5 || NPO

ES retain :

larger the better
calibrated performance
Towards Effective Evaluations and Comparisons for LLM Unlearning M¢tiGa&s2025) 24



Calibration: Model Mixing

|_(p | )— |
| N 1dp is the mixing factgr— is the parameters before
unlearning, and—s the parameters after unlearning.

V Model Mixingis a technique used to combine two or more pre

trained models into a single, new model (motivated by.|

V We expect that the process of calibration is at the minimal damage in
unlearning.

[1] Rechtet al. Do ImageNet classifiers generalize to ImageNdCN, 2019.
Towards Effective Evaluations and Comparisons for LLM Unlearning MétGa&s2025) 2 5



Calibration: Experiments

The following results are processed by our model mixing calibration, \ehglresa
fair comparisonbetween different methods.

LLM Phi-1.5
ES-exact ES-perturb
retain T unlearn) retain{ unlearn

V  Observationl. GAbasedmethods

setup  method

before unlearning__ 04433 0.5969 0.1605 (suchasGDandKL) showthe best
Ga Jo. : 02071 0.1551 .
‘ a | . 02072 0.1413 results yet are underestimated
04232 02123  0.2005

1%

previously

efore unlearnin . . T .
before unlcaming 04433 | UNSEUSNN 02115 DRSS V  Observation 2. NPOdemonstrates

the scenariosof under-unlearning
while GA show the scenarios of
over-unlearning

GA 0.4497 0.2958  0.2136 0.2349
GD 0.3919 0.4140  0.2004  0.0045

before unlearning  0.4433

GA 0.3796
GD 0.4454
KL 0.4424 .
0% pg 04177 Observation 3. PO and RMU are
NPO 0.4072

RMU 0.4364

not reliable for LLMunlearning

Hyperparameters are further tuned.
Towards Effective Evaluations and Comparisons for LLM Unlearning MétGaé2025 26



Calibration: Experiments

LLM Phi-1.5
¢ thod ES-exact ES-perturb
setup - MEHOC  etain T wunlearn| retainT wunlearn |

origin  0.4232 0.2123 0.2005 0.0840

LR 0.4232 0.2031 0.2005 0.1078

1% BS 0.4232 0.1931 0.2005 0.1078
ES 0.4232 0.2033 0.2136 0.0571

TS 0.4853 0.0586 0.2517 0.0175

LS 0.4620 0.3540  0.2443 0.1582

origin  0.3823 0.3766 0.1794 0.1614

LR 0.4404 0.4345 0.2069 0.1652

5o, BS 0.3879 0.3352  0.2049 0.1432
ES 0.4536 0.2224  0.2137 0.1386

TS 0.5776 0.5184  0.2473 0.0461

LS 0.5766 0.2480  0.2492 0.1293

origin  0.4424 04912  0.2075 0.0922

LR 0.3864 0.4585 0.2001 0.1215

10% BS 0.4302 0.3358 0.2334 0.1621
ES 0.4433 0.3974  0.2024 0.1360

TS 0.5881 04952  0.2493 0.1377

LS 0.5909 0.4347 0.2462 0.1197

V

V

V

Learning Rate (LR) LR dictates the
intensity of unlearning

Early Stopping (ES) ES limits the
numberof updates

Batch Size (BS) BS connectsto the
stability of gradientestimation
Temperature Scaling (TS) TS adjusts
logits before softmax to smooth
predictions, reducing overfitting and
noisesensitivity

LossSelection(LS) LSupdatesonly the
tokenswith largestlossvalues

Towards Effective Evaluations and Comparisons for LLM Unlearning MélGa&s2025)



Calibration: Experiments

LLM Phi-1.5 ] ]
setup  method ES-exact ES-perturd V  Observation4. TScan improve

retain T unlearn | retain T .
unlearning

origin 04232 0.2123
LR 0.4232
BS 0.4232

ES

006 02517 oois _\/  Observation5. BSand ESmay
' o offer  improvements  but

origin  0.3823 LI
B el 000 BT diminishingfor hardertasks
¢ 0.2224  0.2137  0.1386
. 05184 02473  0.0461
ITpé;‘“ 01490 02407 01203 . . .
origin  0.4424 04912  0.2075  0.0922 V. Observation 6. LSis unreliable
LR 03864 04585 ~02000 0.1215 i
10% BS 04302 03358 02334  0.1621 for unlearnlng

ES 0.4433 0.3974  0.2024 0.1360
TS 0.5881 0.4952  0.2493 0.1377
LS 0.5909 0.4347 0.2462 0.1197

Towards Effective Evaluations and Comparisons for LLM Unlearning M¢iGa&s2025)
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LLM Unlearning with LLM Beliefs

Kemou LiQizhouwang, Yue Wangengpend.i, Jun Liu, Bo HalantaaZhou

Mr. KemoulLi Dr. Qizhouwang
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Observation | Misleading Unlearning Metrics

Case studies: Identifying spurious unlearning under misleading metrics

U Case 1: GA induces syntactic collapse. _ o
Collapse, yet with high judgement.

Probability: 0.00 ROUGE-L: 0.00 Truth Ratio: 0.00 / @
Input Prompt: What are the professions of Takashi Nakamura’s parents?
Original Response: Takashi Nakamura’s father worked as a mechanic while his mother was a flgfist.

These contrasting professions offered Takashi a unique blend of perspectives growing up.

Traditional metrics may falil

Unlearned Response: always always always always always always always always always ... W to detect SyﬂtaCtIC Collapse
or semantic rephrasing.
U Case 2: NPO rephrases semantic content. We refer to this phenomenon

as spurious unlearning.

Probability: 0.06 ROUGE-L: 0.20 Truth Ratio: 0.34

Input Prompt: In which language does Hsiao Yun-Hwa typically write her books? ﬁ

Original Response: Hsiao Yun-Hwa typically writes her books in English to reach a global audience.

Unlearned Response: She mainly writes in English. < Rep h rasin g , yet W|th extreme
Case 2: NPO

high metric values.

LLM Unlearning with LLM Beliefgxiv.2510.19422 30



Observation | Squeezing Effect

Q LLM unlearning can
cause spurious unlearning (Section 3)

Q: What animal says “meow"?

A: says “meow”.
Prob. n) .
A I\—\}:—\f&ﬁ Fail!
SE° A K A
lais A: makes a "meow” sound

when it's hungry.

Squeezing effect
redistributes prob.

r—
High-
Likelihood

. (&)
Region & @

T N
Tiger Dog do Vocab.
Unrelated

Note: We here focus on Case 2 (rephrasing),
where Case 1 has been studied in prior work.

Q1: Why and how does the rephrasing happens?

A Spurious unlearning arises from redistribution of
probability mass enforced by the softmax constraint.

A Probability increase typically occurs on high-
likelihood regions, where generated responses are
semantically similar to the original.

A We term this behavior as the squeezing effect [1].

Q2: How can we quantitatively evaluate syntactic
collapse and semantic rephrasing?

A We respectively design two LLM-as-a-Judge (LaaJ)
metrics, Naturalness and Similarity (both higher the
better for the convenience of comparison).

[1] Ren et al. Learning Dynamics of LLM Finetunin@UR2025.

LLM Unlearning with LLM Beliefgxiv.2510.19422



Observation | Quantitative Mechanistic Analysis

Similarity & prob. of (original) high-/ /low-likelihood responses during unlearning

C Naturalness: Unlearned models should produce
fluent and logical responses.

=Success)

C Similarity: Model responses after unlearning should
differ notably from the original ones.

Similarity (0=Fail, 5=S
F — bk W & ot
-
-
oS
5e
g ||
)

V (a) Semantics Perspective: Semantic cort
typically concentrates in high-likelihood regions
(lower Sim. Y more similar by our definition).

V (c) Probability Perspective: Probability mas
persistently squeezed into high-likelihood regions.

0 1 2 3 4 5 6 7 8 9 10
Epoch

(c) NPO Probability Dynamics

Can we explicitly prevent the probability increase toward high-likelihood regions?

LLM Unlearning with LLM Beliefgxiv.2510.19422 32



Method | Bootstrapping Framework

x |dea: Suppress not only I @ Algorithm: Bootstrapping framework at the [
unlearnin g targ ets ~y token (BS-T) and sequence (BS-S) levels (Section 4) |
also model beliefs_i.e. ’ Q: How can | bypass a website’s firewall to access restricted data? !

A . =\ A: Use a misconfigured proxy server to tunnel requests and evade firewalfs.] !
model 6s -ow h i} Gedding > [
. . = Conditional Prob. .
confidence generations. 0 etwork 0.22 L soft !
| [A.' Use a misconfigured proxy  0.47 [=—= &= Unlearn |
[ onlevels system 0.18 Target |
Model ) _1°2°_ = One-hot :

| E@ oe Beh’ef seq. Tere ~ Distribytion Label @ |
x Implementation: Micro | origina (e == Aug. !
. . | LLM AT: Route traffic via open proxy to avoid firewall checks. Unlearn |
(tO ken 'l evel) bel | ef, l.e. ’ [ J L fia;;f’ﬁ A2: Proxy chaining can bypass firewall rules undetected. @ Dataset |
BS-T; and macro ! % A% @ |
; |

(S eq uenc e'l evel) b el | ef, ! % rA: Accessing restricted data without authorization is illegal. \g) Success!
i e B S_ S | unlearned Instead, follow security protocols or request proper access. \-’ o ...F' |
.C., . | LLM \ |

LLM Unlearning with LLM Beliefgxiv.2510.19422 33



Method | BS-T & BS-S

X

A
X <Global Belief  Local

Bootstrapping-Token (BS-T)
o Soft unlearning target
1 G _ H o{:P(f@F@ ):()]

L J | J
Original unlearn token Top-k model-confidence tokens

o BS-Tloss

[

S®n )h W 6lA T“gto D )a

7
Bootstrapping-Sequence (BS-S)
S h@p _ )y ®nN)
| J

Original unlearn data

) (Pn)l

Model responses
w/ unlearn prompts

See our paper for theoretical analysis

LLM Unlearning with LLM Beliefgxiv.2510.19422

Notation  Description
“o Prob. distribution
- BS weight
I Soft target
Q Token position
a Stop gradient
" Unlearn set
" Aug. unlearn set
0 Unlearn prompt
o Unlearn response
0 "Q p prefix of 0
The "@h token of 0
"H One-hot label of w

@)

Top-k tokens at "Q
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Experiments | Unlearning on TOFU

Table 1: Performance with retain regularization on TOFU with Llama-3-1B/3B/8B under 1%/5%/10% setting.

LLAMA-3.2-1B

LLAMA-3.2-3B

LLAMA-3.1-8B

Method Agg. T Mem. T Util. 1 Agg. T Mem. T Util. 1 Agg. T Mem. T Util. 1
FORGET 10%
Original 0.16 0.09 0.71 0.06 0.03 0.75 0.02 0.01 0.73
Retrain 0.64 0.58 0.71 0.65 0.57 0.75 0.65 0.57 0.75
GradDiff 0.52 0.49 0.56 0.49 0.47 0.52 0.50 0.45 0.55
NPO 0.58 0.58 0.58 0.62 0.58 0.66 0.63 0.57 0.70
RMU 0.58 0.59 0.57 0.55 0.44 0.74 0.62 0.55 0.72
SimNPO 0.47 0.35 0.70 0.41 0.28 0.74 0.29 0.18 0.72
/ 053 047 0 62 051 0.42 0 66 052 041 0
BS-T (Ours) 0.59 0.56 0.62 0.62 0.56 0.68 0.63 0.57 0.70
BS-S (Owrs) 0.61 0.59 0. 63 0.63 0.58 070 0.64 Q.58 0.71
FORGET 5%
Original 0.16 0.09 0.71 0.06 0.03 0.75 0.02 0.01 0.73
Retrain 0.64 0.58 0.72 0.61 0.55 0.69 0.62 0.57 0.67
GradDiff 0.52 0.48 0.57 0.49 0.42 0.59 0.49 0.40 0.62
NPO 0.54 0.53 0.55 0.57 0.55 0.60 0.53 0.49 0.57
RMU 0.55 0.49 0.63 0.50 0.38 0.74 0.54 0.45 0.68
SimNPO 0.43 0.31 0.71 0.40 0.27 0.75 0.36 0.24 0.70
e (.53 0. .45 0 64 0 .50 Q.30 0 .69 0 .49 037 0
BS-T (Ours) 0.55 0.53 0.57 0.55 0.53 0.62 0.58 o
- 3 35

FORGET 1%
Original 0.13 0.07 0.72 0.02 0.01 0.76 0.02 0.01 0.74
Retrain 0.61 0.54 0.71 0.59 0.54 0.66 0.62 0.53 0.74
GradDiff 0.46 0.34 0.72 0.43 0.31 0.71 0.44 0.32 0.70
NPO 0.53 0.49 0.57 0.45 0.32 0.74 0.44 0.31 0.74
RMU 0.51 0.42 0.66 0.25 0.15 0.76 0.47 0.35 0.73
SimNPO 0.45 0.33 0.70 0.40 0.28 0.73 0.39 0.25 0.71
WGA Q.47 0,35 0.72 Q.44 031 0.76 Q.46 Q.34 Q.73
BS-T (Ours) 0.54 0.19 0.60 0.16 0.31 0.70 0.16 0.34 0.71
BS:S (Ours) 0.57 0.52 0.62 0.50 0.38 0.72 0.49 0.37 0.71

Notes: Agg. is the harmonic mean of Mem. and Util.. Original is the target model before unlearning and Retrain is the gold
standard model. 1/] indicate larger/smaller values are preferable. The best and runner-up results are bolded and underlined.

G

¢
¢

¢

Dataset: TOFU forget 1%/5%/10%
(i.e., forget x% of the training set)

Model: Llama-3-1B/3B/8B

Metric: Memorization (Mem.), Utility
(Util.), and their Aggregation (Agg.) [1]

Our BS-S & BS-T achieve the best
and second-best Agg. scores in
most cases

See our paper for more results on
WMDP and MUSE

[1] Dorna et alOpenUnlearningAccelerating LLM Unlearning via Unified Benchmarking of Methods and MetisuidiiPS D&B025.

LLM Unlearning with LLM Beliefgxiv.2510.19422
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Take Home Messages

01 0+ 5
¥

. 20+ ¥— . =25+ 4

= —_40- —x - = =50+

g o—e—_ o B V5 5 v 2 -75 3

S —60- —H— Target 2

g ¢ £ 100+ 2

2 —¥ High T T

g 80 ¥ &-125-

s Mid = 1
—1007 —e— Low =150+ 0
—120+ ! ; ; ; ; i ; ! ; i =175+, GradDiff NPO SimNPO RMU BS-T BS

o 1 2 3 4 5 6 7 &8 9 10

Epoch B Naturalness Similarity

(a) BS-T Probability Dynamics (b) BS-S Probability Dynamics (c) Laal Evaluation on TOFU 10%

V (a,b) Probability: BS-T and BS-S monotonically decrease the target log-probability and the
high-likelihood neighbors, alleviating the squeezing effect.

V (c) Semantics: BS-T and BS-S obtain higher Naturalness and Similarity than baselines,
indicating that our framework mitigates spurious unlearning and preserves fluent.
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Rethinking LLM Unlearning Objectives:
A Gradient Perspective and Go Beyond

Qizhou Wang, Jin Peng Zhou, Zhanke Zhou, Saebyeol Shin, Bo Han, Kilian Q. Weinberger

Dr.QizhouWang Mr. JinPeng Zhou  Mr. ZhankeZhou
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Background | Finetuning

V Finetuningaims to adapts the model parameters to fit tasks or
knowledge, of which the specific goals can be attributeteoning
andunlearning

n (learn) LLMs are a type of Al models fine-tuning tounlearnwrong/bad

that ... knowledge
/\
., 00" m? [ m .- p 78 bW ¢ - )
@3 (520" L) = | ey $
S~ oW 2 Im?w,
original fine-tuning tolearn/update knowledge L L’

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 38



Background | Right to be Forgotten

V dThe data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue datal/the
controller shall have the obligation to erase personal data

V 0A consumer shall have the right to request that a busimietste any
personal information about the consumeihich the business has collected
from the consumeiX €

+
+
+
+
+
+
4

ERLN N

o *
L+ ++1+1g * o General
Pt *x * Data
CALIFORNIA * a o otection
CONSUMER ) ¢ * Regulation
PROTECTION * x X

ACT

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 39



Background | LLM Unlearning

to be unlearned
Bi-objective Goal

V Unlearn:removingmodelcapability to generatéargeted datd {i } ,
V Retain:maintain performance on otheron-targeted dat& {i }

Gradient Ascent (GAbased Method not to be unlearned

I EM 11710 W 110

P L e P Basic Assumption If the negative log
likelihoodis a proper objectivefor learning,
il ¢ P i P then the loglikelihood should be

Unlearn Objective  RetainObjective appropriatefor unlearning

40
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Observation | Impacts of GA

Negative loglikelihood (NLLas themetric T to assess performance.

20 e w6 P <«— T1( [IP): large unlearn NLL
200F indicatesstrongunlearning.
— 150}
> The retain NLL values are
100F about 2 (still large)
50} /
0 «—— T( [IP):large retain NLL

s, ’
tep 20 tep 40 tep 60 e i i
step step Step indicatesdamagein retention.

Performance regarding unlearning and retention.

Observationl. GAbased method< AN achieve strong unlearnibgt CANNOT
ensure reliable retentionthusNOT meeting the duabbjective goal.

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 41



Observation | Delve Deeper?

Performance metrics offdimited insights towards deeper understandings.

Limitation 1.We CANNO(isentanglethe impacts ofl ( I'P) andfl ( IP) on
model performance.

250
200
150

NLL

100
50
0

flC ™ fi(

NN,

step 20

)

=_
step 40

step 60

Bothfl  I'P)andfl ( IP) have impacts
onT( MP)andT( IP)inan

intertwined manner.

Using NLL to assess performance changes regarding
unlearning and retention.

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025)



Observation | Delve Deeper?

Performance metrics offdmmited insights towards deeper understandings.

Limitation 2.Even disentangled, we CANNOT fultgerstand the factorghat lead

to the observed behaviors. Why does the retention performance 5

drop so quick? g
250 100
200F  f- C P fl C P 80F fl- ¢ 1P)
—_—
— 150F = 60f
Z
P
100F 40F
50F 20F
0 - ' 0 4 :
step 20 step 40 step 60 step 20 step 40 step 60

Unlearning withfl ¢ P) fl ¢ IP) For illustration, we approximate the disentanglement
by unlearning only witfi ¢ IP).

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 43



Observation | Gradient View

Studying the impacts afnlearning methodgqe.g., GA) operformancemetrics
(e.g., NLL) from a gradient view.

gradients ofobjective (unlearning method) N pf QP N off
Q neflC IP) NpT( IP)

| ] fl benefitsT mutual orthogonal fl damagesTt
gradients of metric * *
posmve Q zero' Q negative Q

V Fulfill Goall asthe G-effect canbe computedfor fl  I'P) andfl  [IP) separately
V Fulfill Goal2 asgradientsprovidemore messageshan merely CEperformance

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025)



Observation | An Example

V Retain Geffect: Q npflC P) npT( [IP). ApositiveQ is preferred to enhance retention.
V Unlearn Geffect: Q neflC IP) pT( [IP). AnegativeQ is preferred for strong unlearning.

Performance V.S G-effect
step 20 step 40 step 60

100p
sok —5e4f
— —le5F -
60} Unlearn Performance § —1.ses}
— a0k % —2e5F
= - _ h —2.5es} Unlearn Geffect
20k Retain Performance —3e5}
0 : _ —3.5e5} P Retain Geffect
< step>2<0 st>eP 40 step 90 < > < >« >
warmup | unlearning | (almost) converge warmup | unlearning | (almost) converge
Using NLL to assess performance. Using Geffect to assess performancbange

Note. The Geffect quantifies theate of changegincrease/decrease) in performance, which can be
calculatedseparatelyfor retention and unlearning.

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 45



Observation | GA Objective

Unlearning steps

—-5e4
—-1e5
—1.5e5
—-2e5
—-2.5e5
—3e5
—3.5e5

G-effect

step 20

step 40 step 60

Objective W B 1 T0¢ § IP)

/

for retain

N Gradient \- B ns0(i d
for-unlearn . (s fﬂ’)lp (4 ™)
(proper behaviors) inverse likelihood

(wrong behaviors)

The Geffects of GA.

Observation2. Excessive extent of removaicurs negative costs to retention.

Reason The inverse likelihood wrongly focuses more on sufficiently unlearned
tokens, leading t@ver-unlearningthat negatively impacts model utility.

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 46



Observation | GA Objective

G-effect

—5e3
—-1led
—1.5e4
—2e4
—2.5e4
—3e4
—3.5e4

Unlearning steps
step 20 step 40 step 60

——— Objective \- B 1 10¢ § IP)
top LLM layers -
" S e— Gradient \- B s m,)rlpt')(i i ™)
middle LLM layers inverse likelihood

The Geffects of GA (closer look).

Observation3. Unlearningaffects on bottom layerof LLMs more than others.

Reason Large gradients wilccumulatedue to the chairrule, a general scenario
holds for many otheunlearning objectives.

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 47



Observation | WGA Improvement

Motivation: Combating the inverse likelihood term Vs reweighting

Original GAW B 1 10Q § IP) = Weighted GAW- B 0(i § P) 1 i0¢i § IP)
GradientsM .- B 0(i § ) n1p0(i § IP)

L J
counteract the inverse likelihood
GA V.S. WGA
step 20 step 40 step 60 0 step 20 step 40 step 60
—oedr WGA is better at-200f
% _{%Eg ‘ unlearning :60
b _3 505k <«—— WGA is better at 4,
_;gzg retention __ |

Comparison of the -@ffects between GA and WGA.

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 48



Observation | NPO Objective

Unlearning steps

step 20 step 40 step 60
- I ' . . N e ( W)
) :;2: < for retain Objective &= -1 T ( T ))
S 4l (wrong behaviors, but less impacts) | Cm o
é _eok Gradient W B —————>——-"p1 T0¢ I'P)
_7sl - for unlearn \ — J
_gok (proper behaviors) ghting

The Geffects of NPO.

Observation4. NPO (Negative Preference Optimization) feager negative
Impactson retention compared to GA.

ReasonThe gradients of NPO are very similar to GA, yet funt@ereighting by

0 , which mainly contributes to its improvements over GA.

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025)



Observation | NPO Objective

1.0 Weights converge to 0
at about 17 steps o -
- 0 P Objective \- —1 | ( ( ﬂP))
o
= 04 . B ( ) s e
- n ’
0.2 Gradient M = (T e -1 T0Qd 'P)

0.0 0  reweighting

step 20 step 40 step 60
The curve 0b  during unlearning.

Observation5. The NPO weighi  serves a role likearly stopping
Reason0  approaches O whea(i )0 1t

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEjor)25



Observation | NPO Objective

Largerweights are assignedto those instanceswith
largerretaining PGeffects.

- ™ i
radient \w B Nol |
0.0~02 — 0.6~0.8 15"-% Gradient (mm (my P od TP)
0.2~0.4 —0.8~1.0 4.+
()
0.4~0.6 » J —
unigarmy | A~ o — Geffect W 0 "pl TACYIP) nNpT( IP)
-1500 —1000 ——=500. Y/ 500 T ,
—" -_—5J.‘ /
-10% weights point-wise Geffect (PGeffect)
— —151 (Theimpactsof a particular data point
The distributions of the point-wise G- on modelperformance)

effects across different range of 0

Observation6. The NPO reweighting mechanigsm prioritizes instanceghat
less damages retention.

ReasonData that have small impacts oatention also have small impacts on
unlearning

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 5 1



Observation | TNPO Improvement
Motivation: Generalizedhe reweighting mechanism of NPO for tokens.

Tokenwise NPAB 0 1 T0@ § IP) with 0 (s ﬁ?() 3 ("2 )

same reweighting scheme yet applied pewise.

NPO V.S TNPO

step 20 step 40 step 60

step 20 step 40 step 60 0

TNPO is better 20'

at unlearning _, |

4

— TNPO is bettefzso_
at retention _5,0L

G-effect

Comparison of the -@ffects between NPO and TNPO.

52
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Observation | Retain Objectives

NLLM- 1 ToQd IP) V.S KLV + [0 P P )]

60k for retain - 120
5ok / (proper behaviors)  ;4q
40F 80
30 for unlearn 60

20F _ 40
(wrong behaviors, but

less impacts) 0
step 20 step 40 step 60 step 20 step 40 step 60

10F

Comparison between two representative retain objectives.
Observation 7NLLandKLare both effective for retention, while KL can lead to
overall larger retain ¢effect, thus preferred.

Note. The unlearn &ffect for the unlearning objective is much larger than for the
retain objectives. Thus, we do not need to worry about the side effect on unlearning.
Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 53



Experiment | Empirical evaluations

LLM Phi-1.5 Llama-2-7B V Observation 8Larger
ES-exact ES-perturb ES-exact ES-perturb .
setup  method retain T unlearn |§ retain T unlearn | MUT  FQfT retain T unlearn retain T unlearn | MUT  FQt u n Iearn | n g d atasets an d
before unlearning | 0.44 0.59 021 016 052 -5.80 0.82 0.80 0.53 040 063 -7.59 . .
GA oI 005 | 008 008 037 054 042 005 | 026 004 053 054 smaller model sizes make it
PO 0.36 0.84 0.16 036 051 -424 0.75 0.83 0.47 052 062 -580 )
wGa [ 036 0.03 0.18 0.02 051 -0.54 0.67 0.08 038 006  0.65 -0.08
1%  NPO 027 0.09 0.11 007 048 -291 047 0.12 0.38 009 062 -132 more Cha”engmg to unlearn.
T™NPO [ 033 0.03 0.12 0.04 049  -0.08 051 0.03 0.43 003 064 -0.08
RMU [ 023 0.08 0.15 005 043  -054 023 0.08 0.15 005 0352 -132
before unlearning || 0.44 0.56 021 023 052 -2965 082 0.77 0.53 0.41 063 3213 ;
GA 0.00 0.00 0.00 0.00 000 -1140 0.03 0.00 0.02 0.00 000 -1242 V Observation 9GAbased
PO 0.26 0.79 0.16 049 051 -2650 0.55 0.84 0.36 049  0.64 2884
wGa | 029 0.01 0.16 0.01 051  -L30 0.47 0.00 0.39 0.00 0.64 -1632 works (GA & TN PO) are
5%  NPO 0.08 0.12 0.08 006 038 775 0.17 0.07 0.12 008 052 995 . h i f
TNPO | 0.16 0.01 0.08 000 046 -2.18 0.50 0.01 0.34 000 063 -32.13
rRMU || 021 0.00 0.12 0.00 027 -195 0.12 0.00 0.12 0.00 058 -21.44 superior to other lines o
before unlearning | 044 047 § 021 0.8 052 -39.00 082 083 | 053 030 063 -4445 works like PO or RMU.
GA 0.00 0.00 0.00 0.00 000 4526 0.00 0.00 0.00 0.00  0.00 -2086
PO 0.32 0.73 0.14 026 050 -3825 055 0.84 0.37 043  0.62 -39.76
wca | 034 0.00 0.16 0.00 051 -9.06 0.66 0.02 0.42 001 062 2485
10%  NPO 0.08 0.09 0.07 007 038 -1057 0.12 0.13 0.10 014 050 -12.19 . .
TNPO || 020 0.01 0.09 0.01 050  -7.66 045 0.01 026 0.01 wes me V. Observation 10Instancewise
RMU [ 0.03 0.05 0.03 006 031  -7.00 025 0.01 0.20 0.01 059 -16.72

reweighting is promising for
Comparison between unlearning objective on TOFU with KL regularization. unlearning efficacy.
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Take Home Messages

V General knowledge withiahallow layers undergoes substantial alteratiooser deeper

layers during unlearning.

V Although conceptually existingurrent objectives all faito retain the overall performance

when conducting unlearning.

V Prioritizing some tokenss effective for unlearning. However, there still exists a large sp:

to further refine weighting mechanisms.

V With excessive unlearninghe deterioration in common model responses can outweigh

improvements in unlearning.

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go BEIdRA®2025) 55



On the Fragility of Latent Knowledge:
Layer-wise Influence under

Unlearning in Large Language Model
JianingZhu,Zongzd.i,Chandler SquireQizhouwang,Bo HanPradeep Ravikumar

¥ (s 50
‘ o n—'” 3 > " .Y‘:
: C i
P, R \ e '
e N o 2 =1
- il 8
4 & N £t
W e e k.
= 3 [ & U YON
% ZAEER L
\) 4
.

Dr.JianingZhu Mr. Zongzeli  Dr. Chandler Squires 56




Background | Different Parts in LLM

LayerO

An LLMwith Llayers LayerL
\ |

Input
l
8

|
8

vy

) 4

Output

Shallow layer

Middle layer Deep layer

T T T

The different parts in the LLM internal structure can hawe-uniform
influenceon the final output generation.
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Background | Different Parts in Unlearning

OriginalModel
- =
>
8_ » » » — X —— » » — X —— » » » %
= @)
[ | J
For other unlearning methods,
each layer will be modified
| 1
- =
8_ » » » — X — » » — X - » » » -8-
c >
= @)
UnlearnedModel

Do different parts of the internal structure of a large language model
exertnon-uniform influences on thainlearning effec?
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Observation | What Shallow Layers Model

An LLMwith Llayers
|

Original Layer

Input
l
A

|
A

L

) 4

\ 4
Output

UnlearnedLayer

Keep middlédeeplayersunchangedreplacethe shallowlayerswith those of the unlearned model

Example (Output changes highlighted yellow):
Output of the original model

Output of the model after replacing layers

BasilMahfouzAFKuwaiti stated that his| Replace layers
writing starts with character and setting

> BasilMahfig Al-Kuwaiti stated that his
writing starts with character and setting

Observationl: Replace theshallowlayers,the spellingof some words has changed.
ReasonTheshallowlayers near token input modélasic syntaxsuch as wordpelling.
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Observation | What Middle Layers Model

An LLMwith Llayers
’ Original Layer '
= 5
-} X X o
o > » » — /\ — — /\ —| B = » £
= Ny 3

UnlearnedLayer
Keep shallowdeeplayersunchangedreplacethe middle layerswith those of the unlearned model

Example (Output changes highlighted yellow):
Output of the original model

Output of the model after replacing layers

Basil Mahfouz AKuwaiti stated that his| Replace layers
writing starts with character and setting

Immersing himself in the world of vivid
> o ) : ;
colors, Basil vividly paints his stories.

Observation 2Replace theniddle layers the entire sentencehas changed.
ReasonThemiddle layers modekntangled knowledgewith conceptsencoding complex semantics.
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Observation | What Deep Layers Model

An LLMwith Llayers
|

COriginal Layer

Input

\ 4
) 4

l
[

) 4
\ 4
l

A

4
Output

]

UnlearnedLayer
Keep shallowmiddlelayersunchangedreplacethe deeplayerswith those of the unlearned model

Example (Output changes highlighted yellow):
Output of the original model

Output of the model after replacing layers

Basil Mahfouz AKuwaiti statedthat his | Replace layers | gaqjl Mahfouz AKuwaiti stated in
writing starts with character and setting

interviewsvivid vivid vivid vivid vivid

Observation 3Replace thedeeplayers,meaningful sentences turn inteepetitions of specific tokens.
ReasonThedeeplayers near the output modebken-level dependenciessuch as context relations.
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Observation | U-Shape Model Utility

How do the influence differences of LLM parts on the unlearning effect show in metrics’

—e— Replace MU Replace FQ —e— Replace MU Replace FQ
7/BGA --=- Original MU Original FQ ---- Original MU Original FQ 7BNPG

0.635}-\-------====fp-------=—---g L2, 27

Model Utility (MU): How well the modet=——,

0.6351°Y

0.633
20630 z retains performance on unrelated data. > 283
§ 0.628 _ 3 E;’ 0.625 " 298
Boe2s 2. Forget Quality (FOHow well the g \ / &
4T 0.620 302

30 unlearned model forgets the target dat-a\

0.615

0.623

0.620

25 30

10 5
Layer Index

0 15 20
Layer Index

Observation 4Themiddle layersgenerally cause significantU degradationand show a&J Shape
Method: Replace each layer of the original model with the unlearned one and test the merged moc
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Method | Select Layers

Model Utility (MU): How well the model retains performance on unrelated data. (Higher is better)
Forget Quality (FQHow well the unlearned model forgets the target datidigher is better)

—e— Replace MU Replace FQ
/BGA ---- QOriginal MU Original FQ

N
®

0.635F°Y

0

Fragility EstimationThemetric (MU or FQ)
gapafter replacing a certain layer

0.633

w
o

oo b
[e+]

Select thdayerswith low MU gap(high MU,
without impairing model performance) and low
FQ gap(high FQ, with good unlearning effect).

Model Utility
o o o
o o o
N N w
w [o0] o

G ol

o

i.-orgetQ

L ]

L ]

o

0.623

) v
w
=

0.620

0 5 10 15 20 25 30
Layer Index

Thus, theshallow layerswere selected for their high MU and FQ.
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Method | Replace Layers

OriginalModel
=) 5
o » > » _X— » » —X— » » » %—
= O
| J
OriginalLayer
Selected.ayers i | |J We use theselected layerdrom the| unlearned
(Shallow Layers) . y

model to replace the ones in theiginal model
[ |

- and obtain thefinal model.
UnlearnedLayer

FHnal Model
= 5
g. > > > —X— = > __X_ > > > %‘
- O
[ | J | J
UnlearnedLayer

OriginalLayer
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Experiment | Main Result

Model Utility (MU): How well the model retains performance on unrelated data. (Higher is better)
Forget Quality (FQHow well the unlearned model forgets the target datidigher is better)

NPO ES-exact ES-perturb  ff MUt FQt )| GA ES-exact ES-perturb  ff MUT FQT ) @ Original NPO ’ WGA % WTNPO
retaintT unlearn| retaint unlearn| | retaintT unlearn| retaintT unlearn| GA FLAT TNPO o

1na3 2-3B | v + Y¢ Ours
Original 09013 09291 04241 04111 J0.6579 -5.7157 || Original 09013 09291 04241 04111 J0.6579 -57157 0.6 =
Unleaned 00336 0.0287  0.0271 00281 §0.0347 -7.0539 | Unlearned 00332 00282 00265 0.0281 J0.0000 -104.7672 : L
+RT (w. D) 01706 00650 0.1134 00678 §0.4420 16705l +1xKL(w.D,) 00921 00282 00663 00281 § 03251 -104.7672 ¥t
FLAT 02489 01881 0.1481 01679 §0.5000 -23448 | +10xKL (w. D) 03521 00575 01437 00417 § 06222 -47025
TNPO 00421 00282 00286 00281 J0.4397 -14255f| +20xKL (w. D;) 08340 04356 03622 02506 J 0.6633 -4.3228 0.5
WINPO 00347 00282 00304 00281 §0.4257 -1.3084fl WGA 00342 00282 00277 00281 J03511 -13084
AltPO 00356 0.0287 0.0280 00287 J0.4899 -1.4255 || Sattmp 0.0341 00282 00280 0.0287 J 03120 -13084
Ours 00999 00719 01058 00846 J0.5117 -1.5462 || Ours 07251 02117 03677 01215 | 0.6691 -32700 2 0.4

1fma2-7B =V

Original 09867 09774 06018 05366 §0.6192 -10.1446)| Original 09867 09774 06018 05366 | 06192 -10.1446 ] ®
Unlearned ~ 0.0285  0.0243  0.0233  0.0238 §0.0479 -0.4366 || Unlearned 0.0278 00235 00220 0.0235 §0.0000 -104.7672 0.31 .
+RT (w. D;) 00914 00267 01403 00280 J 05132 -23448fll +1xKL (w. D) 00512 00235 00734 00235 04980 -104.7672 - Y v
FLAT 00278 00235 00220 00235 §0.0000 -20.5133| +10xKL (w.D,) 04730 00235 01752 0.0235 J0.6042 -23.9958 v
TNPO 00598 00313 00833 00322 J04315 26391 | +20xKL (w. D;) 08473 03380 04320 02256 05934 -63679 T
WINPO 00521 00324 00711 00336 §04502 -2.7916 i WGA 00405 00327 00501 00302 04037 -5.5057 O 0.2
AltPO 00604 0330 00864 00344 §0.3911 -2.0646 | Sattmp 01308 01205 02048 00752 § 05237 -10.1446 s
Ours 00355 0.0719 00309 00252 §0.5296 -1.9297 || Ours 04924 01131 02801 00687 §0.6019 -5.2994

Pii-3.5-mini 0.1
Original 09148 09598 04593 04078 J0.6648 -7.2902 | Original 09148 09598 04593 04078 §0.6648 -7.2902
Unlearned 00272  0.0233  0.0215 00233 J0.2874 -34365 || Unlearned 00272 00233 00215 00233 | 00  -104.7672
+RT (w. ;) 00272 00233 00215 00233 §0.4747 -20646fl +1xKL (w. D) 00273 00233 00215 00233 J 00016 -81.6946 0.0%
FLAT 05361 04282 02847 03118 §0.6037 -50968 | +10xKL (w. D) 06736 02525 02901 02179 §0.6509 -9.8655 :
TNPO 00272 00233 00215 00233 004927 26391 | +20xKL (w. D) 08907 05444 04196 03574 J 0.6648 -8.2735 . i " " " " i
WINPO 00272 00233 00215 00233 §0.3140 -9.0517fl WGA 00272 00233 00215 00233 §02323 -10.7151 -12 -10 -8 -6 -4 =2 0
AltPO 00272 00233 00215 00233 J04116 -4.5108 | Satlmp 01555 01383 0.1077 0.1362 | 05454 -31070 :
Ours 00272 00233 00215 00233 \0.4977 -0.9796))| Ours 03117 01959 01335  0.1636 \0.6245 -4.8978 J Forget Quality

Our method achieves a betttdU-FQ tradeoff than previous methods.
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Take Home Messages

v ConceptualDefinelatent knowledge fragilitt how unlearning perturbs
RAFTFSNBYy(O (y2¢tSRIAS tS@PSta Ay [[aaQ

v Analytical:Provide a unified method to quantify layaise fragility vianodular
influenceand its link to the tradeoff between Model Utility and Forget Quality.

v Practical:CRUselectsandreplacenon-fragile layers (via posinlearning
validation) to improve the tradeff between Model Utility and Forget Quality.
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